
Cyber Risks in the Healthcare Industry

Cyber risk in the healthcare industry continues to evolve with a high risk for human error: 

By the very nature of its business, the healthcare industry is privy to a large amount of personal data and records, making it extremely 
important for healthcare organizations to understand the importance of cyber security and privacy. Patients and businesses alike 
expect their private data to remain exactly that – private.  However, our interconnected world often leaves open technology windows, 
increasing the exposure to cyber risk. In fact, the healthcare industry is one of the most attacked by cyber criminals. 

Why?

Cyber criminals may target healthcare institutions because there is an extraordinarily high incentive to become operational again if 
medical equipment is shut down. With patient’s lives at stake there is a greater leverage for ransom.
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More than 50% of the cyber incidents reported to Chubb by the healthcare institutions were caused by someone inside the organization. 
And an additional 12% of the incidents were caused by an industry partner. These actions compromised servers 39% of the time and 
people 29% of the time. Human error and privacy violations topped the risks healthcare institutions faced in 2018.
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1. Dr. Imposter, M.D.
An Insured healthcare organization was notified by an outside firm that one of its doctors was being impersonated by an unlicensed 
physician posing as him. This imposter was able to review several medical files as part of a physician peer review process. Once the 
Insured became aware of the situation, it had to notify patients whose Personal Health Information (PHI) was inappropriately exposed 
to this person. Several of the affected individuals have brought third party claims against the Insured for failing to safeguard their PHI.

2. International Information Espionage
A healthcare organization was informed by law enforcement that its patients’ information was found on the dark web. It is believed 
that criminals from outside the U.S. were able to exploit vulnerabilities in the Insured’s system to access more than 200,000 patients’ 
PHI. The Insured retained an incident response coach and a forensics firm from Chubb’s cyber panel. Several governmental/regulatory 
agencies were notified with the assistance of the coach. A call center was established and credit monitoring was offered to the affected 
patients.

3. A Catfished CEO
An Insured was the victim of a spoofing attack whereby a bad actor contacted the company’s payroll/HR manager impersonating the 
email address of the company’s CEO. In the spoofing email, the bad actor requested the company’s 2016 W2 forms, which included 
the  names, addresses and social security numbers, of the company’s current and former employees. Before the company discovered 
that it had been the victim of a spoofing attack, the W2 forms were transmitted to the bad actor. Approximately 4,000 current and 
former employees of the company were affected. Thereafter, a former employee of the Insured, whose personal information was 
compromised in the breach, filed a class action lawsuit against the Insured alleging that the Insured negligently failed to protect its 
current and former employees’ personal information. As a result of this attack, approximately $70,000 was spent for credit monitoring 
and notification and call center services. Defense costs will also be covered under the terms of the Policy.

Services to Help Mitigate Cyber Risk:

Employee Education Password Management Software

Claims Scenarios:

What Can You Do?
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The scenarios described here are hypothetical and are offered solely to illustrate the types of situations that may result in cyber incidents and/or claims. These scenarios are not based on actual claims and 
should not be compared to actual claims. The precise coverage afforded by any insurer is subject to the terms and conditions of the policies as issued. Products may not be available in all locations, and 
remain subject to Chubb’s underwriting criteria. Whether or to what extent a particular loss is covered depends on the facts and circumstances of the loss, the terms and conditions of the policy as issued 
and applicable law. 

Chubb has no obligation to provide any cyber services for loss mitigation or incident response. The policyholder is under no obligation to contract for services with any of the Chubb pre-approved loss 
mitigation or incident response service providers. The selection of a particular pre-approved loss mitigation or incident response service provider is the independent choice of the policyholder. Chubb is 
not a party to any agreement entered into between any loss mitigation or incident response service provider and the policyholder. Loss mitigation and incident response service providers are independent 
contractors, and not agents of Chubb. Chubb assumes no liability arising out of any services rendered by a loss mitigation or incident response service provider, and Chubb does not endorse the service 
providers or their respective services. Before a policyholder engages with any loss mitigation or incident response service provider, the policyholder should conduct its own due diligence to ensure the 
company and its services meet the policyholder’s needs. 

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.chubb.com. In the United 
States, insurance is provided by ACE American Insurance Company and its U.S. based Chubb underwriting company affiliates. All products may not be available in all states. This communication contains 
product summaries only. Coverage is subject to the language of the policies as actually issued. Surplus lines insurance is sold only through licensed surplus lines producers. Chubb Limited, the parent 
company of Chubb, is listed on the New York Stock Exchange (NYSE: CB) and is a component of the S&P 500 index.
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The most critical service you can provide is employee education. When employees understand the risk factors they are less likely to 
make mistakes. Teach your employees how to: 

• Identify potential cyber threats 
• Protect sensitive data 
• Escalate issues to the right people
• Ensure strong password hygiene


