
Chubb provides alerts to keep our policyholders informed of risks that may affect 

their organizations. Cisco recently disclosed several critical severity vulnerabilities, 

CVE-2026-20127 (affecting Catalyst SD-WAN Controller), CVE-2026-20133 and 

CVE-2026-20129 (affecting Catalyst SD-WAN Manager) CVE-2026-20079 and 

CVE-2026-20131 (affecting Secure Firewall Management Center). Exploitation of 

these vulnerabilities could allow remote attackers to execute arbitrary code. Active 

exploitation of these vulnerabilities has been observed in the wild.

Cisco has released details on the potential impact and advises those affected to 

patch their systems to mitigate the risk.

Chubb’s Cyber Risk Advisory Team is available to answer your questions and 

help mitigate cyber exposures like the one described above. To request advisory 

services, please click here.

For additional information on Chubb’s advisories, visit Chubb’s cyber threat 

intelligence website or please contact cyber@chubb.com. You may also use Chubb's 

interactive tool Chubb Cyber Index® to access additional resources to help evaluate 

and address cyber risks your business may face.

Learn more about Chubb's Cyber Services.

B R E A K I N G  A L E RT: 
Chubb Vulnerability Alert System – 
“CVE-2026-20127 Cisco Multiple Products”

https://nvd.nist.gov/vuln/detail/CVE-2026-20127
https://nvd.nist.gov/vuln/detail/CVE-2026-20133
https://nvd.nist.gov/vuln/detail/CVE-2026-20129
https://nvd.nist.gov/vuln/detail/CVE-2026-20079
https://nvd.nist.gov/vuln/detail/CVE-2026-20131
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://go.oncehub.com/ChubbCybersecurityServices
https://www.chubb.com/us-en/business-insurance/products/cyber-insurance/cyber-threat-intelligence.html
mailto:cyber%40chubb.com?subject=
https://chubbcyberindex.com/
https://www.chubb.com/us-en/business-insurance/products/cyber-insurance/us-cyber-services.html

