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Chubb Vulnerability Alert System:

“ClOp Exploitation of Oracle E-Business Suite”

Chubb provides alerts to keep our policyholders informed of risks that may affect their organizations.
Recently, Chubb and our incident response partners have observed a rise in ClOp exploitation of Oracle
E-Business Suite instances, leading to data exfiltration. Following successful exploitation, ClOp actors
have been sending ransom demands via email to affected victims.

Although the exact tactic leveraged for initial compromise has not yet been determined, Oracle
recommends patching all Oracle E-Business Suite vulnerabilities from July 2025 and a newly discovered
critical severity vulnerability, CVE-2025-61882/ EUVD-2025-32142. In addition, please investigate for
evidence of active compromise, and activate incident response procedures, if necessary.

Chubb’s Cyber Risk Advisory Team is available to answer your questions and help mitigate cyber
exposures like the one described above. To request advisory services, please click here.

For additional information, please contact cyber@chubb.com. You may also use Chubb's interactive tool
Chubb Cyber Index® to access additional resources to help evaluate and address cyber risks your
business may face.

| t‘h\l Click here to learn more about

Chubb’s Cyber Services.

Chubb’s cyber insurance policyholders are monitored using non-intrusive outside web scanning methods. While these methods vary and are subject to change, the insights generated
are typically viewable in cybersecurity rating company reports, such as those provided by BitSight and Security Scorecard, which all Chubb cyber policyholders have complimentary
access to review. For more information about vulnerability alerts and our scanning technology or to sign up, contact Chubb’s Cyber Global Risk Advisors at cyber@chubb.com .
Chubb makes no representations or warranties around these continuous monitoring efforts, and cannot reasonably alert all policyholders about all observed vulnerabilities. For
more thorough service, consider speaking with a Managed Security Service Provider.

All content in this material is for general information purposes only. It does not constitute personal advice or a recommendation to any individual or business of any product or
service. Please refer to the policy documentation issued for full terms and conditions of coverage.

All Cyber Services are subject to change. Changes to the service offerings will be displayed on the local Cyber Services web form. Policyholders are responsible for reviewing the
specific terms and conditions of each Cyber Service provider to ensure eligibility and remain informed regarding any changes. The complimentary cost is applicable only to
policyholders who are net new subscribers/customers to the respective services.

The services referenced are provided by a third-party vendor not affiliated with Chubb. The fact that offers and potential discounts may be made available by the third-party vendor
is not an indication that insurance coverage is available under any Chubb policy for any particular incident. Discounts on products and services offered by this vendor are available
only to Chubb policyholders with current in-force policies and are subject to applicable insurance laws. For products and services provided, the policyholder and third-party vendor
would enter into a vendor relationship directly. Chubb will not be involved in the policyholder’s decision to purchase services and has no responsibility for services that may be
provided

Chubb European Group SE (CEG). Operating in the UK through a branch based at 40 Leadenhall Street, London EC3A 2BJ. Risks falling within the European Economic Area are
underwritten by CEG which is governed by the provisions of the French insurance code. Registered company number: 450 327 374 RCS Nanterre. Registered office: La Tour Carpe
Diem, 31 Place des Corolles, Esplanade Nord, 92400 Courbevoie, France. Fully paid share capital of €896,176,662.

UK9135-HS02/26


https://www.oracle.com/security-alerts/cpujul2025.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://euvd.enisa.europa.eu/vulnerability/CVE-2025-61882
https://euvd.enisa.europa.eu/vulnerability/CVE-2025-61882
https://euvd.enisa.europa.eu/vulnerability/CVE-2025-61882
https://euvd.enisa.europa.eu/vulnerability/CVE-2025-61882
https://euvd.enisa.europa.eu/vulnerability/CVE-2025-61882
https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
https://go.oncehub.com/ChubbOverseasGeneralCyberServices
mailto:cyber@chubb.com
https://chubbcyberindex.com/
https://chubbcyberindex.com/
mailto:cyber@chubb.com
https://www.chubb.com/uk-en/business/products/cyber-erm/cyber-services.html

	Slide 1: Chubb Vulnerability Alert System:

