
Chubb’s Cyber Service Solutions 
As a Chubb policyholder, adding cyber insurance coverage will give you access to a wide selection of 
tools and services designed to help reduce exposure, respond to threats, and protect your business. 
No matter the size of your organisation, you can choose to customise the services to fit your 
needs. Explore our cyber solutions and discover how you can unlock complimentary or preferred 
pricing services. Get started today by browsing our offerings and requesting access or schedule a 
consultation with one of our expert cyber risk advisors to learn more. 

Incident  
Response Solutions

Knowing when and how to respond to a cyber 
incident can make all the difference. Plan and 
practice your response before an incident 
occurs — and ensure quick action if it does.

Breach Response Plan Builder: Utilise a 
customisable, pre-written data breach response 
plan accessible 24/7 online or via a mobile app. 
Enjoy a 30-day free trial.  

Virtual Incident Response  
Tabletop Exercise: Test your cyber response 
plan for weaknesses with our interactive 
simulation, featuring a custom-tailored scenario 
based on current threats.

Incident Response Mobile App: Get 24/7  
incident reporting and response service  
resources at your fingertips.  

Chubb Vulnerability  
Outreach Programme

Our Cyber Threat Intelligence Team has 
a curated collection of actively exploited 
threats leading to cyber claims (collection 
represents less than 1% of the known software 
vulnerabilities in existence).

If a potential threat is detected in your 
environment during routine monitoring and 
scanning, you and your broker are promptly 
notified with guidance on how to remediate 
the threat to prevent it from spreading and 
becoming a serious issue.  

* Complimentary Chubb-Managed Services 

Vulnerability  
Management Solutions

Help keep track of and address common 
software vulnerabilities and misconfigurations 
that can leave your organisation exploited.

Cyber Risk Dashboard: Access a personalised 
dashboard that provides reports, scans for 
vulnerabilities, and a tailored action plan. 
Complimentary access to the dashboard  
for 5 users.  

External Vulnerability Monitoring: 
Monitor cyber risk as a daily measurement of 
your security performance via a platform that 
highlights strengths and potential weaknesses. 
Complimentary access for 60 days.  

Penetration Testing, Attack  
Surface Management, and Breach  
and Attack Simulation: Identify and prioritise 
vulnerabilities, misconfigurations, shadow 
infrastructure, and other exposures with expert 
penetration testing. 

Autonomous Endpoint Management 
Platform: Utilise a single, autonomous platform 
that provides real-time visibility, control, and 
remediation of your IT estate.

Security Ratings Platform: Gain insights into 
your security ratings and identify your external 
attack surface to mitigate vulnerabilities and 
protect your business from potential risks. Enjoy 
free access to the platform for 45 days.  

Cyber Stack for  
Small Businesses

Specifically designed for small businesses of 
100 employees or less, Chubb offers a robust 
collection of loss mitigation services, available as 
a complimentary offering* for the first full year, 
with a cost savings benefit of up to £23,000. 

• Dedicated Cyber Risk Advisor

• Attack Surface Management

• Threat Intelligence Outreach

• Cyber Security Awareness Training

• Password Management

• Incident Response

• Phishing Simulation

• Table-top exercise

* Complimentary Terms vary by service.
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Privacy Risk  
Management Solutions

Customer privacy and trust are crucial. With 
access to privacy and regulatory compliance 
assessments, you’ll get an essential tool in 
managing potential risks. 

All Cyber Services are subject to change. Changes to the service offerings will be displayed on the local Cyber Services web form. Policyholders are responsible for reviewing 
the specific terms and conditions of each Cyber Service provider to ensure eligibility and remain informed regarding any changes. The complimentary cost is applicable only to 
policyholders who are net new subscribers/customers to the respective services.

The services referenced are provided by a third-party vendor not affiliated with Chubb. The fact that offers and potential discounts may be made available by the third-party 
vendor is not an indication that insurance coverage is available under any Chubb policy for any particular incident. Discounts on products and services offered by this vendor 
are available only to Chubb policyholders with current in-force policies and are subject to applicable insurance laws. For products and services provided, the policyholder and 
third-party vendor would enter into a vendor relationship directly. Chubb will not be involved in the policyholder’s decision to purchase services and has no responsibility for 
services that may be provided. 

All content in this material is for general information purposes only. It does not constitute personal advice or a recommendation to any individual or business of any product or 
service. Please refer to the policy documentation issued for full terms and conditions of coverage.

Chubb European Group SE (CEG).  Operating in the UK through a branch based at 40 Leadenhall Street, London EC3A 2BJ.  Risks falling within the European Economic Area 
are underwritten by CEG which is governed by the provisions of the French insurance code.  Registered company number: 450 327 374 RCS Nanterre.  Registered office: La 
Tour Carpe Diem, 31 Place des Corolles, Esplanade Nord, 92400 Courbevoie, France. Fully paid share capital of €896,176,662.

Explore Chubb’s  
Cyber Services
Learn more about our cyber 
services by visiting our website.

Get started by  
scheduling a consultation
Schedule a consultation with a Cyber 
Risk Advisor today.

User Security  
and Awareness Solutions

Create and maintain a vigilant 
workforce that serves as your first line 
of defence against phishing attacks, 
compromised credentials, and more.

Cyber Risk Training and  
Resource Library: Access cybersecurity 
training, alerts, trends, and risk management 
tools to help prevent cyber losses.  

Secure Password Manager: Simplify 
password management and reduce negligence 
and poor password hygiene risks with a 
complimentary solution for under 100 
employees and preferred pricing for over 100.  

Phishing Email Simulator: Empower 
your workforce to make security 
decisions against phishing threats with a 
100-email complimentary offering.  

Identity Assessment: Gain visibility 
into all accounts, including those needing 
multi-factor authentication, to identify 
security issues and address identity security 
gaps. Complimentary risk assessment 
for policies with > 250 employees.  

Security Awareness and Anti-Phishing 
Training: Get access to top security awareness 
and phishing prevention courses, games, and 
videos, plus customizable services to enhance 
employee skills on the latest cyber threats.  

Managed Detection  
and Response

Implement a security solution that helps 
monitor, detect, analyse, and respond to 
cyber threats.

Endpoint Cyber  
Security Solutions

Access solutions that stop cybercriminals 
and their advanced attacks from entering and 
spreading through your organisation’s networks.

Endpoint Security and Response: Get access 
to 24/7 anti-virus software that helps provide 
protection to your computer network and the 
vulnerable entry points.

Extended Detection and Response: Get 
access to software that encompasses AI-powered 
prevention, detection, response, and threat 
hunting across user endpoints, containers, cloud 
workloads, and IoT devices.

  Complimentary offering for Chubb policyholders
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