SMALL BUSINESS, BIG PROTECTION.

Chubb Cyber Stack:

Stacking Up Your Digital Defense

Chubb strives to provide our valued policyholders with the best protection and support. Chubb Cyber Stack is a curated collection of
cyber protections delivered by a network of trusted cybersecurity providers. Specifically designed for small businesses, these services

are geared towards preventing cyber incidents and empowering effective management and response. Chubb’s knowledgeable Incident
Response Team is also available to provide swift and efficient support, ensuring that a cyber incident receives a prompt response.

A longtime leader in cyber insurance, Chubb is dedicated to
providing small businesses with the best possible insurance
and risk mitigation resources for emerging threats.

Complimentary Cyber Protection
Designed for Small Businesses

1-YEAR OF SERVICES!

Small businesses with less than 100 employees can receive
complimentary cyber security protections for a full year and
enjoy up to $28,000 in cost savings.

DEDICATED CYBER RISK ADVISOR

Organizations will have a dedicated advisor with deep
knowledge in cyber security to help minimize exposures, as
well as access to on-demand consulting regarding security
features within popular small business software and platforms.

COMPREHENSIVE CYBER SERVICES SUITE

Gain peace of mind by seamlessly integrating robust
cybersecurity measures into your operations that improve
defenses against common losses.
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Source: 2024 Data Breach Investigation Report

Essential Everyday Protections

Chubb Cyber Stack zeroes in on the most pressing concerns of

small businesses, addressing issues such as employee errors, weak

credentialing and software vulnerabilities with a high probability

of exploitation. Businesses can choose any or all of the following

complimentary offerings, providing potential cost savings of up

to $28,000:

¢ Attack Surface Management™* - Detect and resolve your
network’s vulnerabilities and misconfigurations proactively.

¢ Continuous Vulnerability Scanning® - Chubb’s Cyber Threat
Intelligence Team continually monitors, scans and identifies
actively exploited threats, ensuring the ongoing security and
protection of your network.

Vulnerability Security Alerts* - Biweekly email notifications
with information on critical vulnerabilities relevant to software
you use so you can act to prevent incidents.

e Cyber Awareness Training? - Online courses arm employees
with practical, actionable insights to spot and stop cyber threats.

Password Management? - Simplifies management of all
passwords, while reducing recycled passwords and strengthening
employee credentialing practices.

Phishing Simulations? - Customized simulated phishing attacks
based on the latest threats. Use it to test employees, increase
organizational awareness and tighten security.

Incident Response* - Plan your cyber incident response plan
with guided templates to ensure a proper response when an
incident occurs.

Organizations can also now enhance their
Cyber Stack with 24/7 managed security

across endpoints, email, identity and the
cloud, for as low as $72 per device per year.
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. Terms and conditions are subject to change. The complimentary cost is a one-year period and is applicable only to policyholders who are net new subscribers/customers to the respective services.

Furthermore, eligible policyholders must meet the size limitation of having 100 employees or less to qualify for select services. Review specific terms and conditions of each service provider to ensure
eligibility and to stay updated on any changes that may occur. Average savings based on countrywide survey of participating vendors from 6/15/24 to 7/15/24 who reported pricing for their services

without cyber insurance in place. Savings comparison does not apply in MA.
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*

Businesses are entitled to receive complimentary cyber services for one full year. After the complimentary year, businesses are eligible to continue the cyber services at a 25% discount upon renewal.
Please note that cyber services remain complimentary throughout the duration of the Chubb Cyber policy.

Chubb is the marketing name used to refer to subsidiaries of Chubb Limited providing insurance and related services. For a list of these subsidiaries, please visit our website at www.chubb.com. Insurance
provided by Chubb Insurance Company of Canada or Chubb Life Insurance Company of Canada (collectively, “Chubb Canada”). All products may not be available in all provinces or territories. This
communication contains product summaries only. Coverage is subject to the language of the policies as actually issued. The material presented herein is advisory in nature and is offered as a resource to
be used together with your professional IT and insurance advisors in maintaining a cyber loss prevention program. It is not intended as a substitute for legal, insurance, or other professional advice, but
rather is presented for general information only. You should consult knowledgeable legal counsel or other knowledgeable experts as to any legal or technical questions you may have. Chubb Canada, Suite

2500, 199 Bay Street, Toronto ON M5L 1E2. (01/26)


https://www.verizon.com/business/resources/reports/2024-dbir-data-breach-investigations-report.pdf



